
TRUST BUT VERIFY 
CHEAPLY: 
Reducing Agency Costs Using 
Digital Signatures
Kate Sills
APEE 2022



PRINCIPAL-AGENT 
PROBLEM

Agency relationship: a contract in 
which one person (the principal) 

engages another person (the agent) to 
perform some service on their behalf 
and delegates some decision-making 

authority to the agent.

Jensen, M.C., Meckling, W.H. (1979). Theory of the Firm: 
Managerial Behavior, Agency Costs, and Ownership Structure



AGENCY COSTS
= the monitoring expenditures by the principal 
+ the bonding expenditures by the agent 
+ the residual loss.



OPPORTUNISM
Opportunism: self-interest-seeking with guile

Opportunism can be reduced by supplying 
cost-effective safeguards.

This area of study requires more knowledge of the 
specific contractual devices and safeguards than is 
usual in economics. 

Williamson, Oliver E. (1993). Calculativeness, Trust, and Economic Organization.
Williamson, Oliver E. (1983). Credible Commitments: Using Hostages to Support Exchange.
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CRYPTOGRAPHY

The study of secure 
communications.

Only the sender and the recipient 
can read the message, even if the 

message falls into the wrong hands.



CRYPTOGRAPHY CAN DO MORE…

UNALTERABLE
DOCUMENTS
Can easily detect 
even the smallest 

changes to a 
document

UNFORGEABLE 
SIGNATURES

Can easily verify that a 
document was signed 

by someone

TIMESTAMPED 
RECORDS

Can prove that a 
document existed in a 
certain point in time 



DIGITAL 
SIGNATURES
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1 PRIVATE KEY

PUBLIC KEY

Only you* can make your signature. 
No one can forge it!

* or whoever has your private key

Anyone who has your public key 
can easily verify your signature

DIGITAL SIGNATURES (1977)
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USING DIGITAL SIGNATURES
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MILLION DOLLAR 
NUT THEFT IN CA

A truck driver arrives at the orchard, 
the farm checks the paperwork, and 
everything looks good. 

Then the truck driver leaves with the 
nuts, but they never arrive at their 
intended destination.  



WHY ISN’T THIS 
IN USE ALREADY?
● Cryptography was a legal fight
● Disconnect between cryptographers 

(mathematicians) and the people that 
need the solutions (business)

● It’s hard to create and teach new rules 
of interaction

● It’s hard to write good software, but 
that has never stopped us before



ARE COSTLY
BLOCKCHAINS

● blockchains were designed for 
securing fungible, digital cash

● transactions are sequential, not 
parallel, as in normal 
marketplace transactions. 



CONCLUSION 
Cryptography alone can transform society by lowering 
the monitoring costs in principal-agent relationships
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