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https://time.com/6266606/how-to-spot-deepfake-pope/
https://www.reddit.com/r/midjourney/comments/120vhdc/the_pope_drip/





         WITHOUT
         CREDIBLE
         METADATA,         
ATTESTATIONS, 
& SUPPORTING 
DOCUMENTS

TWO CLASSES OF IMAGES
         WITH
         CREDIBLE
         METADATA,         
ATTESTATIONS, 
& SUPPORTING 
DOCUMENTS



CAN’T AI JUST GENERATE 
FAKE DATA TO GO 
WITH THE IMAGES?



THERE ARE SOME THINGS
THAT CAN’T BE FAKED



1.
WE CAN MAKE IT 

IMPOSSIBLE TO CREDIBLY 
BACKDATE AN IMAGE



2.
WE CAN MAKE IT 

NEARLY IMPOSSIBLE 
TO FAKE SOURCES AND 
TAMPER WITH CLAIMS



TIMESTAMPING
SERVICE

Submit an image or file, get a proof that the 
file existed before a certain point in time.





CRYPTOGRAPHIC 
HASH

A cryptographic hash is a unique identifier 
derived from the contents.



0xb8668593b
fe1ed03f11b
18db597fc22
1ea505936ad
b0af3beb182
1e0ae0e53b6



0xb8668593
bfe1ed03f1
1b18db597f
c221ea5059
36adb0af3b
eb1821e0ae
0e53b6

0xaa9cdfb6
d7c2e93c27
e1a3def29f
738b0bc99c
a9ae8f0b8a
fa7d02c2ef
0612af

0xb8668593
bfe1ed03f1
1b18db597f
c221ea5059
36adb0af3b
eb1821e0ae
0e53b6

Concatenate 
and hash



MERKLE TREE

Proof size:
O(log2n), 
roughly the 
height of the 
binary tree



ANCHORING



ANCHORING



2.
WE CAN MAKE IT 

(NEARLY) IMPOSSIBLE 
TO FAKE SOURCES AND 
TAMPER WITH CLAIMS



DIGITAL 
SIGNATURES

Using cryptography, we can sign 
a piece of data in a way that can’t 

be forged or repudiated



DIGITAL SIGNATURES ALLOW US 
TO SHARE SECONDHAND DATA 

AS IF IT CAME DIRECTLY 
FROM THE SOURCE



VERIFICATION IS FUZZY AND HUMAN

https://www.bellingcat.com/resources/case-studies/2015/05/28/geo
locating-stanislav-tarasov/



A WEB OF KNOWLEDGE
Investigation requires collecting more and more web pages, images, and other 
documents. All related to the original source.



AUTHENTICATED ATTRIBUTES
Making investigations shareable



SOFTWARE AND SYSTEMS FOR INVESTIGATION



AUTHENTICATED ATTRIBUTES ARCHITECTURE

Peer-to-Peer Database 
(Demo: Hyperbee)

Front-end Asset Management System 
(Demo: Uwazi)

Authenticated Data



Timestamp+Signature+Attestation CID:

Signature+Attestation CID:
Absolute time
Block number (TSS)
Head hash of TSS
Public key of TSS
Signature of TSS

Attestation CID: 
Public key
Signature

AUTHENTICATED DATA SCHEMA

CID: “bafy…”
Location: “Kharkiv, Ukraine”

Raw attestation

Signature

Timestamp

Pinned and Stored

● All metadata individually signed and 
timestamped
○ Can be exported individually (e.g. as 

Verifiable Credentials)
● Cryptographic hash: SHA256 CIDv1
● Storing the data as DAG-CBOR

○ Can store each attribute directly in IPFS
○ Can make comments about 

attributes/attestations themselves by 
referencing their CID

● Digital Signature library is Noble 
Crypto (@noble/ed25519)

● Encryption: NaCl JavaScript library 
(xsalsa20-poly1305)

● Timestamping Service: OpenTimestamps



THANKS!
Any questions?

https://github.com/starlinglab/authenticated-attributes

https://www.starlinglab.org/

katelynsills@gmail.com

katelynsills.com




