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How to Spot an Al-Generated Image Like the 'Balenciaga
Pope'

A closer look at
the Balenciaga
Pope image

His eyelid appears to
merge into his glasses
then flow into their own
shadow

'/"" y His fingers are closed The crucifix is held
i around thin air rather inexplicably aloft
than the coffee cup he with the other half of
H !." carries the chain missing

comtr VTN



N . ( apartmenttherapy &
@‘ interioryesplz Morton Grove, Illinois

Qv

2,168 likes 2,353 likes
e apartmenttherapy Pro design couple Savannah and Kaitlyn
‘ Stone (@ainslie_design_studio) made an an all-white living

interioryesplz Sunny kitchen =



TWO CLASSES OF IMAGES
WITHOUT

| CREDIBLE
7 I METADATA, @ || METADATA
ATTESTATIONS é ATTESTATIONS
& SUPPORTING  : & SUPPORTING
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CAN'T Al JUST GENERATE
FAKE DATA TO GO
WITH THE IMAGES?



THERE ARE SOME THINGS
THAT CAN'T BE FAKED



1.
WE CAN MAKE IT
IMPOSSIBLE TO CREDIBLY
BACKDATE AN IMAGE



2.

WE CAN MAKE IT
NEARLY IMPOSSIBLE
TO FAKE SOURCES AND
TAMPER WITH CLAIMS



TIMESTAMPING
SERVICE

Submit an image or file, get a proof that the
fille existed before a certain point in time.



The key to recruiting top col-
all play 8

Remembering the Missing

| Aviv, 203 place settings, one for each hostage believed to be in Gaza. Worries are growing for the most frail hostages. Page 13.
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U.S. Seeks to Bolster
Ties, While Keeping
Up With Demand

College Football Conflicts Further Fueling a Global Arms Rush
Now Has Wages
Over $100,000

By DAVID A, FAHRENTHOLD

the Biden administration with
new opportunities to tie the mili-
tarles of other countries more
closely to the United States, the
world's biggest arms exporter,
while also nuslng. concerns thata
more heavily armed world will be
prone to careen into further wars.

Even belore Israel responded to
the deadly Hamas attack, the

(S

Israel Is Urged
To Avoid a War
With Hezbollah

U.S. Warns of Dangers
of Widening Conflict

This article is by Edward Wong,
Ronen Bergman and Julian E.
Barnes.

TEL AVIV — President Biden
and his top aldes have been urging
Israell leaders against carrying
out any major strike against
Hezbollah, the powerful militia in
Lebanon, that could draw it into
the Israel-Hamas war, American
and Israeli officials sa

The U.S. offictals are concerned
that some of the more hawkish
members of Israel's war cabinet
have wanted to take on Hezbollah

. The Americans
veying to the Israelis the difficul-
ties of battling both Hamas in the
south and a much more powerful
Hezbollah force in the north.

US. officials believe Israel
would struggle in a two-front war
and that such a conflict could
draw inboth the United States and
Iran, the militia's main supporter.

The effort by top American offi-
cials to head off an Israeli offen-
sive on Hezbollah, reported in de-
tail here for the Iu:z time, reve:
anxieties by the Biden adminis-
tration over the war planning of
Prime Minister Benjamin Netan-
yahu and his aides, even as the
two governments strive to
present a strong united front in
public.

American officlals want to rein
in Hezbollah teo. In numerous
meetings across th die East,
American diplomats have been
urging their Arab counterparts to
help pass m €8 to the miliva,
including via their contacts In
Iran, to try to prevent any lsrael-

THE WEATHER
Today, variably cloudy, windy, ¢
h\.vn Tonight, mostly cloudy, st

y, low 45. Tomorrew, partly
sunny skies, a porthwest wind, high
Weather map is on Page 24.

$6.00

FIRST PART OF AID
FLOWS INTO GAZA
AT EGYPT BORDER

FOOD, WATER, MEDICINE

Delayed Over Israeli Fear
That Weapons Could
Be Sent to Hamas

By THOMAS FULLER
and VIVIAN YEE

After days of diplomatic wrar
gling, 20 trucks carrying food, w
ter and medical supplies cros
into Gaza on Saturday, providing a
ray of hope for the more than two
million residents of the enclave,
whose lving conditions the
United Natlons called “cata-
strophic.”

The first of what UN. officials
described as a trickle of aid, a
respite in Israel's blanket stege of
the enclave tmposed after the Ha-
mas terrorist attacks of Oct. 7,
came after intense negotiations,
including during President Bi-
den’s visit to Israel last week.

But the deal allowed the pas.
sage of only a fraction of the long
line of trucks walting to carry
3,000 tons of akd from Egypt into

for future
ts were continuing, and it
ear when more aid would
be allowed in.

“The supplies currently head-
ing into Gaza will bar egin to
address the ating health
needs as hostllities continue to
grow,” the World Health Organiza
tion, which supplied trauma kits
as p t of the convoy, said in a

on Saturday. “Much
mure xs needed”
Continued on Page 12




CRYPTOGRAPHIC
HASH

A cryptographic hash is a unique identifier
derived from the contents.
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0xb8668593
bfeled@3fl
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Concatenate
and hash
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MERKLE TREE

Top Hash

Hash 0 )
-
Hash 1

hash(

Proof size:

O(log,n),

roughly the HpsH Hash

height of the hash( T3 ) hash( 1Z31% )

binary tree
Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
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ANCHORING

vowed to “opernrup” the nation’s li-
bel laws, €venthough those stat-
utes aré in fact state, not fedexal,
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2.
WE CAN MAKE IT
(NEARLY) IMPOSSIBLE
TO FAKE SOURCES AND
TAMPER WITH CLAIMS



DIGITAL
SIGNATURES

Jsing cryptography, we can sign
a plece of data in a way that can't
be forged or repudiated



DIGITAL SIGNATURES ALLOW US
TO SHARE SECONDHAND DATA
AS IF IT CAME DIRECTLY
FROM THE SOURCE



VERIFICATION IS FUZZY AND HUMAN

https://www.bellingcat.com/resources/case-studies/2015/05/28/geo
locating-stanislav-tarasov/



A WEB OF KNOWLEDGE

Investigation requires collecting more and more web pages, images, and other
documents. All related to the original source.




AUTHENTICATED ATTRIBUTES

Making investigations shareable




SOFTWARE AND SYSTEMS FOR INVESTIGATION

UWAZI Demo  Features Showcase Support Videos  About  Contact

SHOWCASE

<

e See how others are using Uwazi.

Since its launch in 2017, Uwazi has been used by human rights groups all over the world. Here we feature

some examples of how Uwazi is used.
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Action on Albinism Cartography of Attacks Against
Women Journalists
Home - Help v - Language v - Signin
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© Schedule & history Open

3 of 30 pages matching the query Show all



AUTHENTICATED ATTRIBUTES ARCHITECTURE

B Front-end Asset Management System
s (Demo: Uwazi)

e
@ Authenticated Data

) 3 Peer-to-Peer Database
@ (Demo: Hyperbee)



AUTHENTICATED DATA SCHEMA

Pinned and Stored

Timestamp
e All metadata individually signed and .
. Signature
timestamped . tostats
o Can be exported individually (e.g. as aw attestation
Verifiablg Credentials) CID: “bafy."
e Cryptographic hash: SHA256 CIDv1 Location: “Kharkiv, Ukraine”
e Storing the data as DAG-CBOR P
o (Can store each attribute directly in IPFS Attestation CID:
o Can make comments about Public key
attributes/attestations themselves by Signature
referencing their CID //,
e Digital Signature library is Noble Signature+Attestation CID:
Crypto (@noble/ed25519) Absolute time
E 1 - NaCl J Script 1ib Block number (TSS)
) ncryption: a avasCrip iporary Head hash of TSS
(xsalsa20-poly1305) Public key of TSS
e Timestamping Service: OpenTimestamps SLgnslire ef e
Timestamp+Signature+Attestation CI;\




THANKS!

Any questions?

https:./github.com/starlinglab/authenticated-attributes

https://www.starlinglab.org/

katelynsills@gmail.com

katelynsills.com
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