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1.
The Problem
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“
Isn’t it just a bunch of scams?
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“
Right on! I actually just put all of my 

retirement savings in [scam]!
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The Knowledge Problem

◍ People are unable to evaluate 
blockchain projects.

◍ Good projects are unfairly maligned if 
everything seems equally risky or 
scammy.
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2.
Blockchain Education is a 

Public Good
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Blockchain Education is a Public Good

Subtractability of Use

High Low

Difficulty of 
excluding 
potential 

beneficiaries

High

Common-pool 
resources: 

groundwater, lakes, 
forests

Public goods: 
national defense, 
knowledge, fire 

protection

Low
Private Goods: 
food, clothing, 
automobiles

Toll goods: 
theatres, private 

clubs

Ostrom, Elinor. 2010. "Beyond Markets and States: Polycentric Governance of Complex Economic 
Systems." American Economic Review, 100 (3): 641-72.



3.
Effective education is 

understanding & correcting 
a student’s already existing 

mental model
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Traditional education:
knowledge transfer



Actually, 
We Construct 
Mental Models

10

◍ May be contradictory
◍ May be incomplete
◍ May be confused with 

similar things
◍ May be used as a heuristic 

to save time thinking

Redish, Edward F. "Implications of cognitive studies for teaching physics." American Journal of 
Physics 62.9 (1994): 796-803.



How to change someone’s mind

The proposed replacement model must be:

◍ understandable
◍ plausible
◍ seen as useful

There must be a strong conflict with predictions based 
on the existing model.
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Redish, Edward F. "Implications of cognitive studies for teaching physics." American Journal of 
Physics 62.9 (1994): 796-803.



4.
Blockchain Mental Models
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Digital Signatures (1977)

Signing 
Create a random number. That’s your private key. It 
should be kept secret.

Now you can sign messages, creating a digital 
signature, which is unforgeable. No one else can 
create this digital signature - only you can.
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Digital Signatures (1977)

Digital signatures

0x3045022100e16236fc16c6a3cd
5df8c47597f27a852f54b5c8f5cb
4a1c18c215d48715a54002207868
db852cf8c11c7c09086164fc0d8d
754e46ddc50eb3fcf458c4cd6d9e
da8d
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Digital Signatures (1977)

Verifying a signature
Derive a new number from your private key. You can 
share this one publicly - let’s call it a public key.

With the public key, someone else can verify that 
your signature is valid for that particular message.
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Digital Signatures (1977)

Digital signatures do not encrypt
Think of it as a stamp on a document.
Nothing about the document is hidden.



20

Digital Signatures (1977)

Signed messages are tamper-evident
Because a signature is only valid for a particular 
message, if that message changes at all - that 
signature is invalid. 
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Digital Signatures (1977)

Digital signatures don’t require a blockchain.
Blockchains like Bitcoin make extensive use of 
digital signatures, but digital signatures existed 
long before Bitcoin.

Digital 
signatures Decentralized 

blockchains

Cryptographic 
hashes

Proof of 
work
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Digital Signatures (1977)

How blockchains use digital signatures

When you sign and submit a transaction to a 
blockchain, you’re creating a digitally signed 
message with your private key. 



““We needn’t worry about weak firewalls, 
thieving employees, or insurance hackers. If 
we’re both using bitcoin, if we can store and 
exchange bitcoin securely, then we can store 
and exchange highly confidential information 
and digital assets securely on the blockchain.”

Blockchain Revolution, page 40
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Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”
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“
“...one of the most important non-currency 
applications of Bitcoin’s blockchain could be 

security itself.”

The Truth Machine, page 42
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Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”

✘ Blockchains protect against hacks that reveal private data
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“
“...the blockchain is encrypted: it 

uses heavy-duty encryption 
involving public and private keys…”

Blockchain Revolution, page 6
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Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”

✘ Blockchains protect against hacks that reveal private data

✘ Bitcoin is encrypted

✔ Blockchains involve public and private keys
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““it uses heavy-duty encryption 
involving public and private keys 

(rather like the two-key system to 
access a safety deposit box)”

Blockchain Revolution, page 6
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Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”

✘ Blockchains protect against hacks that reveal private data

✘ Bitcoin is encrypted

✔ Blockchains involve public and private keys

✘ A public and private key pair is like the two keys of a safety deposit box
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““When the user ‘signs’ their public key with 
their private key, that action 

mathematically proves to outsiders that 
the user has control of the underlying 

information and can then assign, or send it, 
to another person’s public key.”

The Truth Machine, page 64
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““The concept of a ‘signature’ in cryptography means 
something far more scientific than a handwritten 

scrawl; it entails combining two associated numbers, 
or “keys”–one publicly known, the other private–to 

mathematically prove that the entity making the 
signature is uniquely authorized to do so.”

The Truth Machine, page 30
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Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”

✘ Blockchains protect against hacks that reveal private data

✘ Bitcoin is encrypted

✔ Blockchains involve public and private keys

✘ A public and private key pair is like the two keys of a safety deposit box

✘ The two keys are combined somehow to prove ownership

✘ The private key is used to sign the public key

34



““If all we have is a cryptographically signed certificate from 
some institution, we may have a reliably certified document, 

but we’re also vulnerable to that institution’s unilateral power 
to revoke its signature. This is effectively what President 
Trump has done in reversing some of the orders of his 

predecessors–in revoking the rights of transgender soldiers, 
for example. The same risks always apply with digitally signed 

rights when they don’t reside in an immutable record”

The Truth Machine, page 218
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“
“Note the deliberate choice of the most secure, permissionless 

blockchain, Bitcoin’s. [In a permissioned blockchain], the 
central authority controlling the network could always 

override the public keys of the individual and could revoke 
their educational certificates.”

The Truth Machine, page 219

36



Mental Model

✔ Bitcoin is secure

✘ We can store highly confidential information on “the blockchain”

✘ Blockchains protect against hacks that reveal private data

✘ Bitcoin is encrypted

✔ Blockchains involve public and private keys

✘ A public and private key pair is like the two keys of a safety deposit box

✘ The two keys are combined somehow to prove ownership

✘ The private key is used to sign the public key

✘ Digital signatures can be made invalid afterward by the signer

✘ The signed message can be tampered with, without anyone knowing

✘ Control of a blockchain allows you to control private keys/signatures
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Some more examples:

● Blockchain consensus produces truth

● By providing a solution to the “double-spend 
problem,” blockchains can guarantee the 
uniqueness of assets generally
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More incorrect ideas



5.
How to fix wrong ideas
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How can we fix wrong ideas?

1. Understand the audience’s particular mental 
model. Everyone has their own, unique version.

2. Convey the correct mental model
3. To replace someone’s mental model, “there must be 

a strong conflict with predictions based on the 
existing model.”
a. Tell them something true that contradicts 

their current model
b. Tell them something surprising



How can we fix wrong ideas?

Reading & Critiquing

Create Surprising 
Products

User Studies
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User Studies
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Mai, Alexandra, et al. "User mental models of cryptocurrency systems-a 
grounded theory approach." Sixteenth Symposium on Usable Privacy and 
Security (SOUPS 2020). 2020.



Create Surprising Products
Products that Break People’s Brains

43



44

E.g. POAP but entirely off-chain

An event organizer uses 
their private key to sign 
a claim that the attendee 
attended the event. 

This produces a signature 
that can be verified by 
anyone who knows the 
public key of the 
organizer.

Creates conflicts:

● No blockchain, but we get a 
tamper-evident document if we 
store the signature.

● Uses public/private keys, but 
not encrypted.
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Products that Break People’s Brains

While knowledge is a public good, we can create 
products that aren’t! They are excludable and therefore 
profitable (e.g. pay $5 to make a badge without a 
watermark).

Going against the common mental model might indicate a 
market opportunity.



Thanks!
Any questions?

You can find me at @kate_sills & 
katelynsills@gmail.com
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